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Balance
3.21 BTC

https:/www.ccn.com/bitcoin-transaction-reality-works/



AQUALE

« 0.15BTCE A2

Bitcoin Transaction Input and Outputs

IN OUT 8 Bob

0.2 0.2 output ==i1
0.15BTC

AT T o o - spend output ko address
1BOBgLmrdtLOrDEBuTAMZV 1 ZBNwSHW.JK 1

: tx : (belonging to Bob)
I 1
| I
I 2 I
- |
i ﬁ_“, e e e el I
- ———— output ==2
input  — S~ 0.05BTC
0.2 BTC T

uuuuuuuuu

A 7S NHO| UM MEL 712 ot

gjn

https:/www.ccn.com/bitcoin-transaction-reality-works/



Spending Consumes UTXOs and Creates New Ones

sending 0.15 BTC
to Bob destroys
output of
amount
0.2 BTC

... and creates

before 'Lefv:;l;tupnutt M7= after
Balance 0.05 BTC Balance
3.21 BTC 3.06 BTC

https:/www.ccn.com/bitcoin-transaction-reality-works/



712l (Transaction)2} UTXO

A A XK el
1BTC _
Input| [Output 1 A Input| |Output 1 3BTCto Bob
5BTC /
Output 2/~ Output 2 2BTCto myself
o LW A =)0 LiZF 7r 2l 221 7| == Bloh L Sad 2aof s=Helol M 22l 7| ==
QrS0, TRt F o[ Lf A0l 7| S MZ =0
4 AI910| H|E QI A0 0} ( )
L H{EZ QI F=40f THH4 O] DO ( )

= =
=4 El A 91Z UTXO2t &Lt (Unspent Transaction Output)
. TfERA X2 AFB7HSE BE B012 CF UTXO Ot



What Happens When you Send a Transaction via MyEherWallet

etherscan
,_\‘\‘I :
m R 3. Your transaction goes to a MEW node...
v 3
B Y
1. You sign your transaction ~ . > Bty > .'.'. m >
X . L TP
2. You send your transaction . m ey a e
"
5 GETH, 5 PARITY NODES
ABOVE THIS LINE 1S WHAT MEW IS RESPONSIBLE FOR
BELOW IS JUST HOW THE BLOCKCHAIN WORKS
5. Miners pick transactions/from the pool 4. ..who put it the pool of all signed transactions

HIGH GAS PRICES PICKED FIRST

ﬂ IF YOUR TX IS PF f\'!’)l‘\'l';. IT'S IN THE POOL

{ v . -JN
2 W SUoE of

6. Miners then put = e
transactions in a block ) w&%

and add it to the chain
ONCE IN THE BLOCKCHAIN, YOUR TX IS PERMANENT!
MEW: MyEtherWallet

https://www.reddit.com/r/ethereum/comments/6jg2it/what)happens_when_you send_a_transaction_via/



H=o:HERQIS FF

.+ 223} (Encryption, Decryption, Cryptography)
o {2 BT 7t Y He

. F2|(Key) O (107 HE) Yoo £XE2 A
cTHAQIES 2, HBUE ST HIH; 3 Bl 2210 B Y

« Sl| | (Hash)

o=M Qe otV |=; JE S+ =7t T Hat




U222} 7|=: H|CH A (Asymmetric Crytography)

o« SNt o= E AF O] ot Bl M= LHE S AE
o 7fel7|t SIH7|

& /17| v TIEA

@@ @

encryption decryption
plaintext ciphertext plaintext

=A/E YEZ YEE  Ys U =/32M

https/www.jmir.org/2002/e12/



1™ 209 o4 H | 01101000101 ---
(BREH =5ol|Y O|TIg))

o



QU 3l7|%= : SHA256

« SHA256(“This is my message") -
o 3311b7c0bd91b6c73a38212de8ade31c51910f17480ad212ed2b9798a35b7747

« SHA256(“This it my message") 2
o 26a9911800h6115eb7ee508f60a2fd6479d45155a8aeflbl1a35eb3173a512063
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SHA256
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. ol ¥l (Hash)2| 8 =
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o 210l HQot HAIO|EN A AR EE NZESIHH HE S 2
o INARE REZ2 MY 410 olj¢|dr2 NE
o & SO SHAHNA =S X2t Rl ilARE & O

proposed  |"world"|

password - ~ ﬁ
~ Wrong passworc
"hello" (cleartext) l R .P =
B | store
Pai sword //-—"" l .

(cleartext) hash function

password ™\

hashe = hashes dont rmd J
Memer hash function l ,.

|nsomatsgnsoumojcmvuxcr.corbm | | 51s:s'rssmmsstamyrpmxuvxoqso]
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- JHR17|2 B H SI17| &S
o ECC (Elliptic-curve cryptography) 7| & A
= Q17| RF(EHEh E7tst 8 7|

- 3717|: 520 bit (65 Bytes)
o ®cf O] S707[7F HIEZQl F=A0|X[2F 45 40 M= u2tst7| =
MEEX T Bo| 2o = A0

(®) = —
o 2 HEIQA F2FE UE0 &

= == G| RSt AE B
» 3717| € RIPEMD-160(SHA256(&717])Z O| =
OFS 10 NI HE S 71510 H| 0| A58 Q12 Y

= 160H|E 7|HIO|2 2 2160 L= 104879 T4 7ts

A
7
o

ol 160bit 2707|354 =
ZF
HA
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(un-compressed) H| E 39|

RIPEMD160 : Race Integrity Primitives Evaluation Message 160
ECM : Elliptive Curve Multiplication

« 7|2 EE HERQ FTAE UtE = A
4 N\ N\ N\ R
329 bit RIPEMD B 3
ECM - ase§
public || SHA-256 | | 460 Check
Key with Hash Hash Encoding
_ prefix )L IR JS y




S/7| 2 H{EZ QI 0{ET| A M. public Key to Bitcoin Address

Public Key

SHA256

“Double Hash”
or
HASH160

RIPEMD160

Public Key Hash
(20 bytes/160 bits)

Base58Check Encode
with 0x00 version prefix

Bitcoin Address

(Base58Check Encoded Public Key Hash)




Base58Check Encding

Base58Check Encoding

Payload

o Add Version Prefix

| Version

o Encode in Base-58

| Version Payload

o Hash (Version Prefix + Payload)

SHA256
SHA256
first 4 bytes

Checksum

Payload

Base 58 Encode

OAdd first 4 bytes as checksum

Base58Check Encoded Payload




Base 58 Encode

« Table for converting numbers on the d60 die to base 58
d60 base 58 d60 base 58 d60 base 58 d60 base 58

60 1 15 G 30 X 45 n

1 2 16 H 31 Y 46 o

2 3 17 J 32 Z 47 p

3 4 18 K 33 a 48 g

4 5 19 L 34 b 49 r

5 6 20 M 35 ¢ 50 s

6 7 21 N 36 d 51 t

7 8 22 P 37 e 52

8 9 23 Q 38 f 53 v

9 A 24 R 39 g 54  w
10 B 25 S 40 h 55 x
11 C 26 T 41 i 56 y
12 D 27 U 42 57 2z
13 E 28 V 43 X 58 reroll
14 F 29 W 44 m 59 reroll



A

(un-compressed) H| E 3 S

« Choose a ramdom Elliptic-Curve key-pair (ZH2!7|, S717|)

« The Public part is converted into a BTC address

public Key: | (Kau),

1| 32bytes (256 bits) 32bytes (256 bits)

r’/

i

-~

0x04

ripemd160(sha256'("[1[ 256bits | 256 bits .))
Wnse S
e e
l Ofj

20 bytes(160 bits)

o



= A AS
HIE O 'I' M-I '| _I_gll-

* The 20 bytes Message Digest from RIPEMD-160

11] 20 bytes(160 bits)

Network ID Byte:

Main Network: Ox00
Test Network:  Ox6f
Namecoin Net: Ox34 Sh3256(5h3256‘ T ))
21 bytes \ :
: 32 bytes(256 bits)
l .
Checksum
4 bytes

25-byte\binary address
h| 20bytes [a]

l BaseS58 conversion

ClAGR:qD.\SW;UKBwH89XYE;mkvlucoUUylsj

o



Elliptic
Curve
Multiplication

U ST

ECC.: Elliptic Curve Cryptography
ECM: Elliptic Curve Multiplication

17|
(ECCOJ X219+ Q10]0] 256H|= 2t)
fl8c523215851efelSaclE0BalSeecie
00ebdEdl SR8 4cE1ET£4633 6dabdShbided

base 58
check encode

5171

Yo HE s

WIF ZZ0H 7013
(YUMEXAZ 7|5 2HE Qo HEN)
SHehChhaxxMsPomgb¥ gl £2VHHei
DEUKVualHSc5alyRaZ 1N ZKuET

(70217 |9|AM ECM 2.2 18t 5 20H| E 2H SHA-256 /
04fe43d0cicidaabi0f5472beb5b 76 Thel RIPEMD-160

20b81lcTccS40edTaTeS10 £0c1dSfee £l -

DfelSebicel53405c2dd8 453b7 aebécl S EHOL S0}
':'5‘351:idbﬂihcal.‘bﬂﬂﬂiuh:hh (ﬂ|E=Iﬂ.I_|2IE_._AE]||_k|
/ FIPIELS2U)

O %49
16%14 B7|

& /17| S+l
(HIEZQ &85 =0I0) ALE)
cBe50956cT7 c6080ee 062
B4 600c 68 dedS04d14c5e

base 58
oY HY I
' check encode

HEZQI X4

(EFQI0] &3 A HAgh HEHHE)

INFHHENZ I ot s Mol ldvS sC£65ibHFa

Base58 checksum-encoded format called the Wallet
Import Format (WIF)

o



o MAIMEOME ZME o2 MBS 61 ZMA MBS £ H
o &, ZMANl= Y220t E
o MEAte| /7|2 ol =0| &|H MBAL| 71 217| 2 Aot RALt= A0| S E
o & =M7t 0|5 & =7t & X| BEU= X = =2l E
Original Original
Fiote EA/EN o
L N
— el —
Hashing Hashing _’@_
Algorithm Algorithm 1 HA
One-way
* Hash m
QOFT Encryption i ) Decryption QOFTT
= HA —L HA |
One-way (°® Digital Digital o 22| ~
Hash Private Signature Signature 27
Key M ME 2 o=
JH217] ~ Identical Hashes —
oF % B} Validate Data Integrity

o

o
Z2 UAW



Q15 7| %= Digital Signature (XA H)2|

SUXSE

o Verify the messages came from the correct person
HAIX7F AZEX] e TS

o Verify the messages hasn’t been changed or tampered with
AOKKEH(:]_%Q Z0|0| HelE |XP"HOO7<EI4)

—4—TT 71 " AAO = O

o Can be used to prove that you have the private key
o AlX| 2] 2elgetol

o Main aim is confidence in identity (in messaging)

o
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